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Acceptable Use Policy (AUP)

1. Policy Statement
Oyster Bay Nursery is committed to ensuring that all technology, digital devices, internet access, and online communication are used safely, responsibly, and in line with our safeguarding responsibilities. This policy applies to all staff, students, volunteers, visitors, and contractors who use or access nursery devices, systems, or networks.
Our Acceptable Use Policy supports the EYFS, Keeping Children Safe in Education (KCSIE), data protection legislation, and Ofsted expectations regarding online safety and information security.

2. Aims
This policy aims to ensure that:
· Technology is used safely and appropriately within the nursery.
· Children are protected from harmful online content and digital risks.
· Staff follow secure, professional, and responsible digital practices.
· Nursery devices and data remain protected from misuse or damage.
· Personal information is handled according to GDPR and data protection laws.

3. Scope
This policy applies to:
· Use of nursery-owned devices (phones, tablets, laptops, cameras).
· Use of personal devices (e.g., mobile phones) on site.
· Internet access via the nursery network.
· Email, messaging services, and digital communication.
· Online learning tools, apps, platforms, or digital systems used by the nursery.

4. Staff Acceptable Use
4.1 Professional Conduct Online
Staff must:
· Use all digital tools in a professional, responsible manner.
· Maintain appropriate boundaries online and offline.
· Use only nursery-approved devices for taking photographs or recording observations.
· Use nursery email accounts for all work-related communication.
· Report online safety concerns immediately to the DSL (Designated Safeguarding Lead).
Staff must not:
· Use personal mobile phones in areas where children are present.
· Take photographs of children on personal devices.
· Communicate with children or parents via personal messaging apps or social media.
· Access inappropriate, offensive, or illegal content on nursery devices.

5. Use of Personal Devices
5.1 Staff
· Personal mobile phones must be kept in staff lockers, bags, or the designated phone storage area.
· Phones may only be used during breaks and in staff-only areas.
· Personal devices must never be used to store or share nursery data.
5.2 Visitors
· Visitors must not use mobile phones or personal cameras on site unless authorised.
· Visitors must comply with the nursery’s safeguarding guidance.

6. Use of Nursery Devices
Staff must:
· Handle devices with care and report any damage or faults.
· Ensure devices are password-protected and locked when unattended.
· Store devices securely when not in use.
· Use only nursery-approved apps, software, or platforms.
· Follow data protection procedures when saving or sharing information.

7. Internet & Online Safety
The nursery will:
· Use filtering systems to block harmful content.
· Supervise all children when using technology.
· Teach children safe and appropriate use of age-appropriate digital tools.
· Monitor device usage to prevent misuse.
Staff must not:
· Bypass nursery filters or security settings.
· Access social media on nursery devices unless approved for professional use.

8. Photos, Videos & Digital Records
· Only nursery-owned devices may be used for photos or observations.
· All images must be stored securely and used only for educational purposes.
· Parental consent must be obtained before using images externally.
· Personal sharing of nursery photos on social media is strictly prohibited.

9. Data Protection & Security
Staff must:
· Follow GDPR requirements when handling personal information.
· Ensure passwords are strong, confidential, and changed regularly.
· Not share login details with others.
· Report data breaches immediately to management.

10. Breaches of the Policy
Breaches of this policy may result in:
· Withdrawal of access to nursery devices or systems.
· Disciplinary action where appropriate.
· In serious cases, referral to external agencies (LADO, police, safeguarding partners).

11. Monitoring & Review
· The Manager and DSL are responsible for monitoring compliance.
· This policy will be reviewed annually or sooner if required by changes to legislation or guidance.
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